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1. SUBJECT

Radar Data Acquisition (RDA) Remote Terminal Security Procedures.

2. PURPOSE 

This document provides security procedures which must be implemented to remotely 

access the RDA.  Remote access will be allowed to minimize operational impact and 

possible reduction in radar availability at radars most affected by NWS Maintenance Note 

39 and DoD TO 31P1-4-108-615.  Remote access will be allowed under strict conditions 

and only at those radars remote from the controlling WFO.  This includes all USAF radars 

and NWS radars at distant locations.  Remote access capability will remain disconnected 

for the MSCF and for collocated radars, since the impact is not as great.

For additional information concerning this document, contact the Radar Operations 

Center (ROC) Hotline, Norman, OK; phone number: (800) 643-3363 or (405) 366-2980 or 

by e-mail at NEXRAD.Hotline@noaa.gov.  An electronic copy of this document can be 

found at the following Internet address:

www.roc.noaa.gov/ssb/sysdoc/techman/tmlinks.asp

3. SITES AFFECTED

See ATTACHMENT 2.

4. ESTIMATED COMPLETION DATE

This maintenance action must be completed and reported no later than 60 days after 

receipt of this document.

5. EQUIPMENT AFFECTED

Radar Data Acquisition Group.

6. SPARES AFFECTED

Not applicable.

7. MODIFICATION ACCOMPLISHED BY

Site electronics technicians will perform this modification.  Two technicians are required to 

perform this action.
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8. MATERIAL REQUIRED

Not applicable.

9. SOURCE OF MATERIALS

Not applicable.

10. SPECIAL TOOLS AND TEST EQUIPMENT REQUIRED

Not applicable.

11. TIME AND PERSONNEL REQUIRED

12. DOCUMENTS AFFECTED

Not applicable.

13. VERIFICATION STATEMENT

This modification was successfully tested at the Radar Operations Center.

14. DISPOSITION OF REMOVED AND REPLACED PARTS/MATERIALS

Not applicable.

15. PROCEDURES

Perform the procedures in ATTACHMENT 1.

Work Phases Work-hours

Unpacking 0.0

Disassembly 0.0

Installation 0.30

Assembly 0.0

Operational Check 0.15

Total Work-hours 0.45
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16. FAA DISTRIBUTION

Not applicable.

17. CHANGES TO TABLE OF CONTENTS (FAA)

Not applicable.

18. RECOMMENDATIONS FOR CHANGES (FAA)

Not applicable.

19. REPORTING INSTRUCTIONS

a.  NWS

Report completed maintenance action on WS Form A-26, Engineering Management 

Reporting System Maintenance Record, according to the instructions in NWS Instruction 

(NWSI) 30-2104, Engineering Management Reporting System (EMRS), part 2 and 

Appendix E.  Include the following information on the WS Form A-26:

- An Equipment Code of RDA in Block 7.

- The appropriate serial number in Block 8.

- A Mod No. of M42 in Block 17a.

A sample EMRS report is provided as ATTACHMENT 4.

b.  DoD

Update the AFTO Form 95 to show TCTO compliance.  Report TCTO compliance in 

accordance with TO 00-20-2, Table 3-10, Rule 9.

Complete ATTACHMENT 3, and return the information to the ROC by one of the four 

methods below:

(1)  Mail Address: Program Branch, Retrofit Management Team

WSR-88D Radar Operations Center

3200 Marshall Ave., Suite 101

Norman, Oklahoma 73072-8028

(2)  Fax Number: (405) 573-3480

ATTN: Retrofit Management Team

(3)  E-mail Address: NEXRAD.Logistics@noaa.gov

(4)  Web Version: http://www.roc.noaa.gov/ssb/logistics/completion.asp
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ATTACHMENT 1

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A1

Initial Conditions:

If the RDA is remotely located from the WFO, this change applies.  The System Administrator 

must perform this procedure at the RDA Man-Machine Interface (MMI), it cannot be done 

remotely.  

NOTES

This modification note addresses the following  changes in the 

pcAnywhere configuration:

• Instructions for a user to change their password with specific 

syntax/criteria.

• Instructions for the System Administrator to set up a callback 

feature.

• Initiate logging when the host computer is accessed.

Procedures:

1. DoD and NWS sites perform the following:

a. At the RDA MMI terminal CPU, re-connect cable 5/105W902 to the rear of the RDA 

Remote Access Terminal 5A32.  This is the TELCO port.

b. NWS Redundant sites must perform the following:

NOTE

Before performing the following steps, ensure the active RDA 

channel is set to channel 2, and that RDA channel 2 is the active 

channel during normal operations.  If RDA channel 2 has a critical 

failure, it will automatically switch to channel 1.

(1)  At the RDA Remote Maintenance Terminal, re-connect cable 32W900 to the rear of 

the RDA Remote Maintenance Terminal CPU UD32A9.  This is the TELCO port.

(2) At the RDA MMI terminal CPU, re-connect cable 5/105W902A to the rear of the 

RDA Remote Terminal 5A38.  This is the TELCO port.
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A2

To reset a caller’s password, follow steps 2 through 10.

2. Open pcAnywhere if it is not already open.

3. Click on the Be a Host PC icon. 

4. Right click on the Modem icon and then select Properties from the drop down menu.

5. Click on the Callers tab. 

6. Check the Specify Individual Caller Privileges radio button by clicking on it.

7. Right click on the callers or Remote icon and select Delete from the drop down menu. 

8. Click on the yes button to delete the selected item?
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A3

9. Double click on the Add Caller icon. 

10. At the New Caller Wizard window, in the Type a name for this Caller, then click 

Next text box, enter Remote, and then click on the OK button.
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A4

NOTES

Case sensitivity is important for both User Name and Passwords 

when they are defined.  Future access to both will require the exact 

case for each letter as entered here.

Each user name must meet the following minimum composition 

requirements:

• Be at least a minimum of three characters in length.

• Contain at least two alpha characters (A through Z or a 

through z).

• Contain at least one number (0 through 9) or one of the following 

special characters (!, @, %, -, +, _, {, [, #, or =). 

Each password must meet the following minimum composition 

requirements:

• Be at least a minimum of eight characters in length.

• Contain at least one UPPERCASE character (A through Z). 

• Contain at least one lowercase character (a through z).

• Contain at least one number (0 through 9).

• Contain at least one special character (!, @, %, (, -, +, {, [, #, =, &, 

*).  All “special” entries must be within the first 8 characters.

11. At the New Caller Wizard, enter a unique login name.
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A5

12. Enter a new password and confirm the password.

13. Click on the Next button and then click on Finish.

NOTE

This password will be effective next time you login remotely.

14. Right click on the newly created icon, and select Properties.

15. Click on the Call Back tab. 

16. Check the Callback the remote user box. 
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A6

17. Enter the phone number to be called - DO NOT LEAVE THIS BLANK.  If you do, the caller 

can specify the number to be called back! 

NOTE

Use a comma to pause the dialing process.  A comma represents a 

5 second pause.  One or two commas may be used, in conjunction 

with an outside line access number to access an outside line.  See 

the above figure for an example.

18. Click on the Advanced tab. 
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A7

19. Check the Save session statistics in activity log box located at the bottom left hand 

side of the window.

20. In the Command to execute after connect: text box, type in 

c:\windows\warning.bat

21. Click on OK button to close the properties dialog box.
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A8

22. Click on the Settings tab, and under the Host Startup section of the window, click on the 

Launch with Windows checkbox to active it.
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A9

23. Click on the Security Options tab. 

24. Ensure the Make Passwords case sensitive box is checked. 

25. Ensure Limit login attempts per call is checked and the Maximum: limit is set to 3.

26. Ensure Limit time to complete login is checked and the Timeout: limit is set to 3.

27. Click on the OK button to close the properties dialog box.

28. To close the pcAnywhere software, select File from the top toolbar and then select Exit.

29. Shut down any open windows of PCPassport software by clicking anywhere within the 

window to active it and then press the <Alt> and X keys at the same time, then press the X
key again.

30. To exit Windows 95, click on the Start button on the Windows toolbar and then select 

shutdown.

31. Select Restart the Computer and click on the yes button.

NOTE

Your system should return to pcAnywhere waiting, and the system 

console and applications should be available.
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ATTACHMENT 1 (Continued)

RECONNECTON OF REMOTE ACCESS TO THE RDA AND RPG PROCEDURES

A10

32.  The following steps are used to verify that the changes have been made.

a. Click on the pcAnywhere waiting button on the Windows 95 toolbar.

b. Select cancel to cancel the connection.

c. Open pcAnywhere.

d. Click on the Be a Host PC icon. (Step 2)

e. Right click on the MODEM icon and then select Properties.

f. Click on the Callers tab.

g. Right click on the icon you created and then select Properties.

h. Click on the Settings tab.

i. Verify the Password and Confirm Password fields contain the appropriate character 

number (at least eight).

j. Click on the Callback tab.

k. Verify the Callback feature is checked and that the phone number is correct.

l. Click on the Advanced tab.

m. Verify the Save session statistics in activity log is checked and 

c:\windows\warning.bat is displayed in the Command to execute after connect:

text box.

n. If all the settings are correct as listed above, click on the Cancel button.

o. Click on the Cancel at the Host Properties window.

p. To restore pcAnywhere waiting, select Action from the menu bar, and then select Wait  
for connection.

NOTE

Remember your new password will be effective next time you login 

remotely.

33. Using a laptop or other PC with pcAnywhere installed, dial into the RRRAT terminal (RDA 

MMI) to verify these changes are complete.
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NWS: EHB-6, Maintenance Note 42

DoD:  TO 31P1-4-108-620

ATTACHMENT 3

RECONNECTION OF MSCF AND RDA REMOTE DIAL IN COMPLETION FORM

******** DoD Only will complete and return this form ********

NWS report completion through EMRS

Site Name: __________________________________________________________________

Site Identifier: ________________________________________________________________

Total Time to Complete this Modification Document:  __________________________________

Technician’s Name(s):  _________________________________________________________

Technician’s Phone Number:  ____________________________________________________

Date Completed:  _____________________________________________________________

Problem(s) Encountered:

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

Upon completion of this form, return the information to the ROC using one of the four methods 

below:

1. Mailing Address: Program Branch, Retrofit Management Team

WSR-88D Radar Operations Center

3200 Marshall Ave., Suite 101

Norman, OK 73072-8028

2. FAX  Number: (405) 573-3480

ATTN: Retrofit Management Team

3. E-mail Address: NEXRAD.Logistics@noaa.gov

4.  Web Version: http://www.roc.noaa.gov/ssb/logistics/complete/



Attachment 4 - Sample EMRS Report


